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MOJIMTUKA HH®OPMAIIMOHHOMU BE3OIMMACHOCTH
I'BY3 «HI'KB Ne29 UM. A.A. JIYIHHUKA»

Lensto macrosmen [lomutukm sBiusgeTcs obecrieueHre 0€30IMacHOCTH OOBEKTOB 3a-
uuThl ['BY3 «HI'Kb No29 um. A.A. Jlyuuka» oT BceX BUIOB yIpO3, BHEIIHUX U BHYTPEH-
HUX, YMBIIIJIEHHBIX U HETIPEAHAMEPEHHBIX, MUHUMH3AIUs yiepOa oT BO3MOKHOM peannsa-
1y yrpo3 6ezonacHoctu [1/1H.

be3onacHOCTh EepCOHANBHBIX JAHHBIX JOCTUTAETCs MMyTEM UCKIIIOUEHUsI HECAHKINO-
HUPOBAHHOTO, B TOM YHCJIE CIy4alHOTO, OCTYIA K MEPCOHAIBHBIM JIaHHBIM, PE3YJIbTaTOM
KOTOPOTO MOKET CTaTh YHUUYTOXKEHUE, U3MEHEHUE, OJIOKHPOBaHKE, KOMUPOBAHUE, PACIIPO-
CTpaHEHHUE NMEePCOHANBHBIX JAHHBIX, & TAK)KE MHBIX HECAHKIIMOHUPOBAHHBIX JEHCTBUM.

HNudopmanust 1 cBs3aHHbIE C HEH pecypchl TOJDKHBI OBITh JOCTYIHBI JJI1 aBTOPU30-
BaHHBIX MOJb30BaTeseil. JIoKHO OCYIIEeCTBISATHECS CBOEBPEMEHHOE OOHAPY)KEHHE U pearu-
poBanue Ha YBII/IH.

JIOKHO OCYIIECTBIATHCS MPENOTBPAILEHNE TPEIHAMEPEHHBIX WM CIy4alHbIX, Ya-
CTHUYHBIX UJTU TIOJHBIX HECAHKIIMOHUPOBAHHBIX MOAU(DHUKAIIUN WM YHUUTOXKEHUS JTaAHHBIX.

CocTaB 00BEKTOB 3aIIUTHI MPEJCTaBieH B [lepeuHe nepcoHaNbHBIX JIAHHBIX, MOJUIe-
JKaIMX 3alIuTe.

CocraB UCIIJIH moanexamux 3amuTe, npejacTaBieH B OT4yere 0 pe3yapTaTax Mpo-
BEJICHUSI BHYTPEHHEH TPOBEPKHU.

O0603HaueHus U COKpaILEHUs

ABC — aHTHBHUpYCHBIE CpPEICTBA

APM — aBTOMaTH3MpOBaHHOE paboyee MeCTO

BTCC — BcioMorarensHble TEXHUYECKUE CPEACTBA U CUCTEMBI

NCIIu — nadpopMaImioHHast cucremMa nepcoHAIbHBIX TAHHBIX

K3 — koHTponupyemas 30Ha

JIBC — nokaJibHasi BBIYUCIUTENbHAS CETh

MD — mexceTeBoi FKpaH

HC/I — HecaHKIIMOHMPOBAaHHBIN JOCTYII

OC — oneparmoHHasi cuctema

I1/TH — nepcoHabHbIE JaHHbBIE

[IMB — nporpaMMHO-MaTeMaTU4eCKOe BO3ACHCTBUE

[1O — mporpammHoOe obecrieueHue

[TOMUH — noGo4HbIe IEKTPOMArHUTHBIE U3ITyYECHHSI U HABOJIKH

CA3 — cucrema aHanu3a 3alUIIEHHOCTH

C3U — cpenctBa 3aiuThl HHPOpMATUU

C3I1Ju — cucteMa (moacucTeMa) 3allruThl IEPCOHAIBHBIX JAHHBIX

COB - cucrema oOHapy)eHUSI BTOPKEHU N

TKY U — TexHuueckue KaHaibl yTeukd HHQOpMAaLIIK

VYBII/IH — yrpo3bl 6€301MacHOCTH MEPCOHATBHBIX TAHHBIX

O0aactp geiicTBusA
TpeboBanust Hactosien [lonuTuku pacnpocTpaHsoTcs Ha Bcex paboTHukoB ['BY3
«HT'KBb Ne29 um. A.A. Jlynuka» (IITaTHBIX, BPEMEHHBIX, pabOTAIOMIMX MO KOHTPAKTy U
T.I1.), @ TAKXKE BCEX MPOUYUX JUI (MOAPSIIUYUKU, ayTUTOPHI U T.I1.).
Cucrema 3amuthl nepcoHanbHbIX HaHHbIX (C3I1/IH), cTpouTCS Ha OCHOBAaHMH:
- OryeTa 0 pe3yapTaTax NPOBENECHNS BHYTPEHHEHN IPOBEPKH;
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- [lepeuHs nepcoHaTbHBIX JAHHBIX, MOJUICIKAIINUX 3AIIUTE;

- AkTta knaccudukanmy nHOOPMAITMOHHOW CUCTEMBI MIEPCOHATBHBIX JIAHHBIX;

- Monenu yrpo3 6€300acHOCTH EPCOHATBHBIX JAHHbIX;

- [onoxkeHust 0 pa3rpaHUYEHUU MPaB JOCTYIa K 00pabaThIBAEMBIM MEPCOHAIbHBIM
TaHHbBIM;

- PykoBogsamux nokymeHToB ®CTIOK u @Ch Poccum.

Ha ocHOBaHMM 3TUX JOKYMEHTOB OMpEENsieTcs] HEOOXOAUMBIM YPOBEHb 3alHIICH-
Hoctu [1/1n xaxnoit UCIT[Qu I'BY3 «HI'KBb Ne29 um. A.A. Jlyuuka». Ha ocHoBaHuM aHanu-
3a aKTyallbHBIX yrpo3 Oe3omacHoctH [IJIH omucanHoro B Mogenu yrpo3 u Otdera o pe-
3yJlbTaTax MpPOBEJEHUsI BHYTPEHHEW MPOBEPKH, JelaeTcs 3aKI0YEeHUE O HEOOXOAUMOCTHU
UCIIOJIb30BAHUS TEXHUUECKHX CPEJCTB M OpPraHU3allMOHHBIX MEPONPUATUN IJs obecrede-
Husi OezonacHoctH I1/[H. BeiOpanHble HEOOXOaUMBIE MEPONIPUATUS OTpakatoTrcs B [liane
MEPOIIPUITHH 10 00ecreueHuro 3amuThl [1J1H.

Jns xaxaoi UCIIIH gomkeH ObITh COCTAaBIICH CIIMCOK MCTIOIb3YEMBIX TEXHUYECKUX
CPEJICTB 3allMThI, a TAKXKE€ MIPOrPaMMHOI0 00ecreueH s, ydacTByrolero B oopadorke I11][H,
Ha Bcex anemenTax UCIIx:

- APM nonp3oBaTenei;

- CepBepa NpuI0KEHUH;

- CYB/I;

- I'panuna JIBC;

- Kananos nepenaun B ceTu 00IIEero MOAB30BaHUS U (WIIM) MEXKIyHApPOIHOTO oOMe-
Ha, €CJIM 0 HUM niepenarorcs I1/1x.

B 3aBucumoctu ot ypoHs 3amumieHHoctd UCII/Ix u aktyanbnbix yrpos, C3I1/1x
MO’KET BKJIIOUATh CJIEIYIOUIUE TEXHUUECKUE CPEJICTBA:

- aHTUBUPYCHBIE CPEACTBA ISl pab0YMX CTAHIIMM MOJB30BATENICH U CEPBEPOB;

- CpPEICTBA MEKCETEBOT0 IKPAHUPOBAHUS;

- cpelcTBa KpUnTorpadguueckon 3amThl HHGOpMAIIIK, TIpU Tepeade 3auuiaeMon
uH(GOPMAIINU 110 KaHATaM CBSI3H.

Tak ke B CIHUCOK JOJKHBI OBITh BKJIIOYEHBI (PYHKIIMU 3aIUTHI, 00ECIIeUYnBacMbIe
HITaTHBIMU cpeacTBaMu o0padoTku [1/IH onepannonusiMu cuctemamu (OC), MpUKIaAHBIM
[1O u crennanbHBIMKM KOMILIEKCAMH, PEaTU3YIONUMU CpeIcTBa 3aiuThl. CIIHUCOK (QYyHKIIUN
3aIIUTHI MOKET BKJIIOUATh:

- yIpaBlieHUE U pa3rpaHUdeHUe JOCTyNa MojIb30BaTenei;

- perucTpaluio U y4eT AelcTBU ¢ nH(popMalnei;

- obecrieynBaTh IEJIOCTHOCTD JaHHBIX;

- TIPOU3BOJIUTH OOHAPYKEHU BTOPIKEHUH.

Cnmcok MCHOJIb3YEMbIX TEXHUYECKHX CPEACTB oTpaxaercs B [liane Meponpustuid
10 00ecreyeHnI0 3alUThl NePCOHANbHBIX JaHHBIX. CHUCOK MCHOJIb3YEMBIX CPEJCTB J10J-
JKEH MOJJACPKUBAThCS B aKTyaJlbHOM COCTOSIHMH. [Ipu mM3MeHeHuu cocraBa TEXHHUUECKUX
cpenctB 3amuThl uinu 3neMeHToB MCII/IH, cooTBeTCTBYIOIIME U3MEHEHUSI JOHKHBI OBITh
BHeceHbl B Crincok U yrBepxkaeHbl pykoBogutenem ['bY3 «HI'Kb Ne29 um. A.A. Jlynuka»
WJIU JIMIIOM, OTBETCTBEHHBIM 3a obecnieueHue 3amuthl [1/1H.

1 TPEBOBAHUS K IOACUCTEMAM C3I11H
C3I1/1x BrOUaeT B ce0s CASAYIONINE TTOJICUCTEMBI:

- YIPaBJIEHUS JOCTYIIOM, PETUCTPALIMU U yUETa;
- o0ecrieueHus IeTTOCTHOCTU U IOCTYITHOCTH;
- aHTUBUPYCHOM 3aILUTHI;
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MEXKCETEBOT0 SKPAaHUPOBAHMS;
aHaJIM3a 3alIMILEHHOCTH;

OoOHapy’KeHUsI BTOP)KEHUM;

KpUNTOrpauyecKoil 3aMThI.

[Toncucrembr C3I1[IH uMeroT pa3auyHbli (PYHKIMOHANI B 3aBUCMMOCTH OT KJacca
NCIIdH, onpeneneHHoro B Akre knaccudukanuu MHOOPMAMOHHON CUCTEMbI IEPCOHANb-
HbIX JaHHbIX. Crincok cootBercTBUs QyHKuMi noacucreM C3IIJIH knaccy 3alUIEHHOCTH
npeacrasieH B [Ipunoxenun.

1.1 Iloocucmemut ynpasnenus 0ocmynom, pecucmpayuu u yuema

[TogcucTemMa yrpaBieHHUs JOCTYIIOM, PETUCTPAIlMU U y4yeTa MpeHa3HaueHa Uil pea-
JU3ALUH CIENYIOMUX (YHKIIHM:

- UACHTU(UKALMN U TIPOBEPKA MOMIMHHOCTH CYOBEKTOB JocTyma npu Bxoae B MC-
IT1n;

- UICHTU(PUKALUN TEPMUHAIIOB, Y3JI0B CETH, KAHAJIOB CBSI3U, BHELITHUX YCTPOKCTB 10
JIOTHYECKUM UMEHaM;

- UACHTU(PUKALUU [TPOrpamMM, TOMOB, KaTajaoros, (aiyios, 3anuce, noueu 3amnucen
10 UMEHaM;

- pEeruCTpanyy BXoJa (BbIX0/1a) CYObEKTOB JAOCTYIA B CHCTEMY (M3 CHCTEMBI), THOO
pEruCTpanys 3arpy3kd 1 HHUIMAIN3AaLAH ONIEPAllMOHHOM CUCTEMBI U €€ OCTAHOBA.

- perucTpalnyy MOMBITOK JOCTyIa MPOTrPaMMHBIX CPEACTB (IMpOrpamm, MpPOLECCOB,
3aJ1a4, 3a/IaHui) K 3aluiaemMbiM (aiinam;

- PErucTpalyy IMOMBITOK AOCTYIA IPOTPaAaMMHBIX CPEJCTB K TEpMHUHANaM, KaHaJIam
CBA3H, IpOrpamMmam, ToMaM, Katajoram, Qaitiam, 3arucam, NoJIsM 3anucei.

[Toncucrema ympaBieHHs] JOCTYIIOM MOXKET ObITh peajn30BaHa C MOMOUIBIO IITaT-
HBIX cpenctB oOpabotku [1/[n (omepammonnbix cuctem, npuioxenuit 1 CYB/]). Tak xe
MOJKET OBITh BHEJPEHO CHEIHATIbHOE TEXHUYECKOE CPEACTBO MM MX KOMIUIEKC OCYIIECTB-
JISOLIUE JTONOJHUTENbHBIE MEPHI MO ayTEeHTU(PUKAIUU U KOHTpOJt0. [IpuMeHeHne equHbIX
XPaHUJIUI YYETHBIX 3alHCeil MOab30BaTENeH U PEruCTPallMOHHON HHPOpMalun

1.2 Iloocucmema obecneuenusn yeaocmuocmu u 0OCMynHOCMU
[Togcucrema obecreueHus 1EIOCTHOCTA M JOCTYIMHOCTU MpeIHa3HadeHa sl oOec-
MeYeHus: UeJoCTHOCTH U JocTynHocTtu IIJIH, mporpaMMHbIX M anmapaTHbix cpeacts UC-
I IT'BY3 «<HI'Kb Ne29 um. A.A. Jlynukay», a Tak K€ CPEACTB 3aIlUThI, MPU CIydalHOMN
WU HAaMEPEHHON Moau(puKaIIH.
[Toacucrema peanusyercs C MOMOIIBIO OPTaHU3AIMKU PE3EPBHOIO KOMUPOBAHUS 00-
pabaTbIBaeMBbIX JaHHBIX, a TAK K€ pe3epBUpPOBaHUEM KiTtoueBbIX aneMeHToB UCII/IH.

1.3 Hoocucmema anmueupycnoi 3auumot

[ToncucremMa aHTUBUPYCHOM 3allMThI NMpEAHA3HAYCHA JUIsl 0OecTIeYeHHsT aHTUBUPYC-
Hoi1 3amuThl cepBepoB U1 APM nonb3oBarenein UCIIun ['BY3 «HI'Kb Ne29 um. A.A. Jly-
UK.

CpenctBa aHTUBUPYCHOM 3alllMThl MpeJHA3HAYEHBI JJI peaju3alud CIeAYIINX
byHKUIMA:

- Pe3UJCHTHBI aHTUBUPYCHBII MOHUTOPUHT;

- aHTUBHPYCHOE CKaHUPOBAHMUE;

- CKpUNT-0JIOKUPOBAHUE;
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- HEHTPAJIM30BAHHYIO/YAAJIIEHHYIO YCTAaHOBKY/JACHUHCTAJUISILIMIO aHTUBUPYCHOTO TPO-
JyKTa, HACTPOUKY, aAMUHUCTPUPOBAHKE, TPOCMOTpP OTYETOB U CTATHUCTUYECKON MHPOpMa-
[[UHU 110 pabOTe MPOIYKTA;

- aBTOMATH3UPOBAHHOE OOHOBIICHHE AHTUBUPYCHBIX 0as3;

- OrpaHUYCHUE TIPAB MOJIH30BATEIN HA OCTAHOBKY MCIOJHIEMBIX 3a7a4 U U3MEHEHUS
HACTPOEK aHTUBUPYCHOT'O MPOTPAMMHOT0 00eCTIeUeHus;

- aBTOMATHYECKHI 3aITyCK Cpa3y IMOcCIie 3arpy3Ku OnepaliOHHON CUCTEMBI.

[logcucrema peann3yeTcss MyTeM BHEIPEHUS CIEHHUAIBHOIO aHTHUBUPYCHOTO IPO-
rpaMmmMHOTO obecrnieueHust Ha Bce aaemenTsl UCITIH.

1.4 Iloocucmema mesxrccemegozo IKPAHUPOBAHUA

[ToncrucreMa MeXCETEBOr0 3KpAaHUPOBAHUS NPEIHA3HAUEHA JJI pealn3aluu Cleny-
FOIUX (QYHKITUH:

- (uIbTpallMU OTKPBHITOTO U 3amudpoBaHHOro (3akpeitoro) IP-tpaduka no cieny-
IOLUM TapaMeTpam;

- (huKcaly BO BHYTPEHHHMX XypHalax MHGOPMALMU O MPOXOISIIEM OTKPBITOM U
3akpbiToM [P-Tpaduxke;

- UACHTU(UKAUY U ayTeHTU(UKALNIO aIMUHUCTPAaTOpa MEXCETEBOr0 dKpaHa IpU
€r0 JIOKAJIBHBIX 3allpocax Ha JOCTYTI,

- peructpanuu BxoAa (BbIX0Ja) aJIMUHHUCTPATOpPa MEXKCETEBOTO 3KpaHa B CHUCTEMY
(13 cucteMbl) MO0 3arpy3Kd U MHULUMAIHU3AUU CUCTEMBI U €€ POrPaMMHOI0 OCTaHOBA;

- KOHTPOJIS LIEIOCTHOCTH CBOEH MPpOrpaMMHON U MH(MOPMALIMOHHOMN YacTH;

- GUIbTpallUM TAKETOB CIIY)KEOHBIX MPOTOKOJOB, CIYXKAIIUX Uil AUArHOCTHUKU U
yhpaBiieHus1 pabOTON CETEBBIX YCTPOICTB;

- (pUIBTpaIMM C YYETOM BXOJHOTO M BBIXOJHOTO CETEBOro MHTepdeiica Kak cpen-
CTBO NMPOBEPKU MOJIMHHOCTU CETEBBIX aJPECOB;

- PErUCTpaLMK U y4€Ta 3alpaliiBacMbIX CEPBUCOB IIPUKIAIHOIO YPOBHS;

- OJIOKUpOBAHUS JIOCTYIA HEUJEHTU(PUIIMPOBAHHOTO OOBEKTAa WU CyOBEKTa, MOJI-
JUHHOCTh KOTOPOTO MpHU ayTeHTHU(PHUKALKUN HE MOATBEPAUIACH, METOIaMU, YCTOMUMUBBIMU K
nepexBary;

- KOHTPOJIS 32 CETEBOM aKTUBHOCTBIO MPUJIOKEHHUHM U OOHAPYKEHUS CETEBBIX aTak.

[Toncucrema peannsyercs BHEAPEHUEM ITPOrPAMMHO-AIIAPATHBIX KOMIUIEKCOB MEX-
CeTeBOro dKpaHupoBaHus Ha rpanuie JICB, knaccom He HIKeE 4.

1.5 HHoocucmema ananusza 3auuuwennocmu
[ToncucreMa aHanM3a 3alIUIIEHHOCTH, JOJIKHA 00€CNeYrBaTh BBISIBICHUS YS3BUMO-
cTell, cBsi3aHHBIX ¢ omuOkamu B koHpurypauuu [10 UCII[IH, koTOphle MOTYT OBITH HC-
I10JIb30BAHbl HAPYLIUTENIEM I PEAIU3aLMU ATAKU HA CUCTEMY.
DyHKIIMOHAT TOJCUCTEMbI MOXKET OBITh PEaJTU30BaH MPOTPAMMHBIMH U MPOrPaMM-
HO-aInapaTHbIMU CPEICTBAMH.

1.6 IHoocucmema obHapysicenun emopirceHuil
[Toncucrema oOHapYy)KEHUS BTOPKECHHUH, TOHKHA 00ECTICYNBATh BBISIBIICHUE CETEBBIX
atak Ha sneMeHTsl CIT/IH monKt0YeHHbBIE K CeTSAM OOIIET0 MOIb30BaHUS U (FITH) MEXKIY-
HApOJHOTO OOMEHa.
@OyHKIMOHAT TOJICUCTEMBI MOXKET OBITh peain30BaH MPOTPAMMHBIMU M TIPOTPaMM-
HO-aNnmapaTHBIMHU CPEICTBAMH.



1.7 lloocucmema kpunmozpagpuueckoit 3augumal
[Toncucrema kpunrorpaduyeckoi 3amuThl NpeaHasHadeHa st uckiaodenus HCJI k
samuiaemor napopmanuu B UCIIn I'bY3 «HI'KB No29 um. A.A. Jlynukay, npu ee me-
peaadu 1o KaHajiam CBSA3U ceTel 00Iero mojab30BaHus U (WIM) MEXKIYHAPOIHOTO0 OOMEHa.
[loncucrema peanusyercs BHEAPEHUEM  KpUNTOrpaUUecKUX  MPOrpamMMHO-
anmnapaTHbIX KOMILJIEKCOB.

Hoas3oBaTreaun UCIIn

B Konrenuuy nHbGOpPMAITMOHHON 0€3011aCHOCTH OMpPEAC/ICHBl OCHOBHBIE KaTeTOPUHU
nosib3oBareneil. Ha ocHOBaHMM 3THX KAaTerOpUM JOJDKHA OBITh MPOU3BENICHA TUIHU3AIUS
nosnb3oBareneit UCII/IH, onpenenen ux ypoBeHb JOCTyNIa M BO3MOKHOCTH.

B UCIIAu I'BY3 «HI'Kb Ne29 um. A.A. Jlynuka» MOXHO BBIJEIUTH CIETYIOIINE
TPYIIIIBI TIOJIb30BaTENIeH, y4acTBYIOIIMX B 00paboTke u xpanenuwn [1]1H:

- Anmunuctparopa UCII/H;

- AIIMUHHUCTpaTOpa O€30MaCHOCTH;

- Ilonp3oBarenu APM;

- AIMHHHUCTpATOpa CeTH;

- TeXHUYEeCKOro CreruaiiucTa o 00CITyKUBaHUIO Iepru(epuitHOro 000py10BaHHUS;

- [Iporpammuct-pazpadborunk UCII/H.

JlaHHbIE O TpyIIax MOJIb30BATEIAX, YPOBHE HX JOCTyNa U WH(OOPMUPOBAHHOCTHU
JIOJDKEH OBITh oTpakeH B [lojiokeHUe 0 pa3rpaHUYCHUH IIPaB JIOCTYIA K 00pabaThiBaeMbIM
IIEPCOHAJILHBIM JIAHHBIM.

1.8 Aomunucmpamop UCII/[n

Anmunuctparop UCIIH, pabotauk ['BY3 «HI'KB No29 um. A A. Jlymukay, OTBET-
CTBEHHBIN 3a HAcTpoiiKy, BHeApeHue u conpoBoxaeHue UCIIn. ObecneunBaer QpyHKIMO-
HUpOBaHUE MoacucTeMsl ynpasiieHus aoctynoM MCIIJIH u ynmoaHOMOYEH OCYHIECTBIATH
MPEAOCTABICHUE U pa3TpaHUUYEHUE N0CTyla KOHEYHOro noJib3oBatens (Oneparopa APM) k
AJIEMEHTaM XPaHALIUM [IEPCOHATIbHBIC JaHHBIE.

Anmvunnctparop UCIIJIH o6namaet cieayonM ypoBHEM JOCTYIIA U 3HAHUM:

- obnagaer mosHOM MHGpOpMalued O CHUCTEMHOM W NPHUKIAJHOM MPOrpaMMHOM
ob6ecnieuennu MCII/IH;

- obnagaet moaHOW MH(pOPMAaIIME 0 TEXHUYECKUX cpeacTBax U KoHpurypanuu MC-
IT]1n;

- IMEET JIOCTYI KO BCEM TEXHUYECKHM CpeJCTBaM 00paboTku MHGOpMAIUU U IaH-
HeiM UCIT/1H;

- o0najaeT mpaBaMyu KOH(PUTYpUPOBAHUS U aJIMUHUCTPATHUBHON HACTPOMKU TEXHH-
yeckux cpeacts UCII/H.

1.9 Aomunucmpamop 6e3onacnocmu

Anmunuctparop 6ezonacHoctd, paboTHuk ['BY3 «HI'KB No29 um. A.A. Jlymukay,
OTBETCTBCHHBIN 3a ¢yHKIMoHupoBanue C3I1/[H, BkItoUas 0OCIy)XKMBaHHE M HACTPOHKY
aJMUHUCTPATUBHOM, CEpPBEPHOM U KIIMEHTCKOH KOMIIOHECHT.

AIMUHUCTPATOP 0€30MaCHOCTH 00JIa7IaeT CIEAYIOIUM YPOBHEM JIOCTYIA ¥ 3HAHUM:

- obmanaet nmpaBamu Aamunuctparopa UCIH;

- obmanaet monHoOM nHpopmarueit 06 MCIIx;

- UIMEET JIOCTYII K CPEICTBAM 3alUThl HH(POPMAIIUK M MPOTOKOJIMPOBAHUSA M K YaCTH
Kiro4eBbIx aneMenToB UCII/IH;
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- HE MMeEeT IpaB J0CTyna K KOHQUIypUPOBAHUIO TEXHUYECKUX CPEICTB CETH 3a UC-
KJIFOYEHHUEM KOHTPOJIbHBIX (MHCIEKI[MOHHBIX).

AnMuHHACTpATOp OE30MaCHOCTH YITOJTHOMOYEH:

- peayin30BbIBaTh NOJUTUKH Oe3onmacHocTH B yacTH HacTporiku CK3U, mexcereBbIx
HKPaHOB M CUCTEM OOHApYXEHHS aTak, B COOTBETCTBUU C KOTOPBIMM M0JIb30BaTelb (Onepa-
Top APM) nony4aeT BO3MOXHOCTh paboTtats ¢ anementamu UCII/IH;

- OCYILECTBIIAThH AyIUT CPEICTB 3aIUTHI;

- YCTaHABIIMBAaTh JOBEPUTEIbHBIE OTHOLICHHsI CBOEH 3alUMIICHHOM CETH C CETAMH
IPYTUX YUpexIeHUN.

1.10 Ilons306amens APM

[Tonb3oBarens APM, pabotHuk ['BY3 «HI'Kb Ne29 um. A.A. Jlynuka», ocymiecTs-
nsrommii 00padotky I1IH. O6pabotka IIJIH BKITtOUaeT: BO3MOXKHOCTH mpocmotpa I1/1H,
pyunoii BBoA I1[1n B cuctemy MCIIJIH, dopmMupoBaHue crpaBOK U OTYETOB MO MHGOpMa-
nuu, nonydeHHoit u3z UCII/. [Tonp3oBaTens HE UMEET MOTHOMOYMM JIJIsl YIIPABICHUS TOJI-
cucreMamu o0paboTku gaHubix u C3I1/[H.

[Tonp3oBarens UCII/{H obmamaer ciaeayrOIMM YPOBHEM IOCTYIa U 3HAHHM:

- o0y1ajlaeT BCeMHU HEOOXOJMMBIMHM aTpUOyTamMH (Hampumep, mapojeM), odecredu-
BAIOIIMMU JAOCTYII K HEKOTOPOMY NOAMHOXeCTBY I1/1H;

- pacroyiaraeT KOHQUIACHIIUATbHBIMU JaHHBIMHU, K KOTOPBIM UMEET JOCTYIL.

1.11 Aomunucmpamop cemu

Anmunuctparop cetd, paboTHuK ['BY3 «HI'KB Ne29 um. A.A. Jlymuka», oTBeT-
CTBEHHBIN 32 (PYHKIIMOHUPOBaHUE TelleKoMMyHHKanoHHOU mojacuctembl UCII/H. Anmu-
HUCTpPATOpP CETH HE UMEET MOJIHOMOYUMU ISl YIpaBleHUs MojcUcTeMaMu o0pabOTKU IaH-
HBIX U 0€30MaCHOCTH.

AJMUHUCTpPATOP ceTU 00JaAaeT CIAEAYIOIUM YPOBHEM J0CTYyNA U 3HAHUI:

- 0bnagaeT 4acThio HHPOPMAIIUU O CUCTEMHOM U MPUKIIATHOM MPOrPaMMHOM o0ec-
neuennun UCIIH;

- 00JagaeT yacThio MHPOPMALMU O TEXHUUYECKHUX cpeacTBax U koHurypauuu MC-
IT]1n;

- UMeeT PU3NYECKUI TOCTYI K TEXHUYECKUM CpeJIcTBaM 00paboTku MHGOpMaIUU U
CpelICTBaM 3allUTHI;

- 3HAEeT, 10 MEHbILIEH Mepe, OHO JIETaTbHOE UM JOCTYyIIA.

1.12 Texnuueckuii cneyuaiucm
no oocayxycuganuro nepugepuitnozo 000pyoosanus

TexHuueckuid crenuanuct no odciyxuBanuto, pabotHuk ['bY3 «HI'KB Ne29 um.
A.A. Jlynukay, oCyliecTBIseT 00CIyKUBaHHE W HACTPONKY mepudepuitHoro ooopyaoBa-
Husg UCIIa. TexHuueckuii crenuaaucT o oO0CTy)KMBaHUIO He uMeeT noctymna K [1JIH, He
UMEET TOJTHOMOYHH JIJIsl yIIpaBJIEHUS TOJICHCTEMaMU 00pabOTKU JaHHBIX U 0€30MaCHOCTH.

TexHuyeckuil CenHanucT Mo 00CTyKUBAHUIO O0JIaZaeT CIIEAYIOIIUM YPOBHEM JI0-
CTyIla U 3HAHWM:

- o0namaeT 4acTbio HHGOPMAIMH O CUCTEMHOM U IPUKIIAJHOM MIPOrpaMMHOM olec-
neuennu UCIIH;

- 00nagaeT yacThio MHPOPMALMU O TEXHUUYECKHX cpeacTBax U koHurypauuu MC-
IT1H;

- 3HAET, 10 MEHbIIEH Mepe, OJJHO JIeTaTbHOE UM IOCTYTIA.
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1.13 Ilpoepammucm-paspabomuux UCI/In

[TporpamMmmucThI-pazpaboTUUKH (TOCTABIIMKH) MPUKIATHOTO MPOTPaMMHOTO obecre-
YEeHUs1, 00ECIIeUNBAOIIME €r0 COPOBOXK/IECHNE Ha 3aiuinaeMoM o0bekre. K nanHoii rpymnmne
MoryT oTHOCUThCS Kak paboTHukU ['BY3 «HI'KB Ne29 um. A.A. Jlynukay, Tak u cOTpya-
HUKHU CTOPOHHUX OpraHU3aLHil.

JInio 3ToM KaTeropuu:

- obnmagaer uHpopManued 00 alropuTMax M mnporpammax oOpaboTku MHpOpManuu
na UCII/Ix;

- 00J1a1aeT BO3MOYKHOCTSIMM BHECEHHsI OUIMOOK, HEJCKIapUPOBAHHBIX BO3MOXKHO-
CTeH, MPOrpaMMHBIX 3aKJaJ0K, BPEIOHOCHBIX MPOrpaMM B MpOrpaMMHOE oOecriedeHue
NCIIn Ha ctaguu ee pa3pabOTKH, BHEAPEHUS U COMPOBOKIACHUS;

- MOXKET pacroyiaraTh J00bIMH (pparMeHTaMu HHGopmanuu o Tonoioruu UCIIIH u
TeXHUYECKHUX cpeacTBax o0padboTku u 3amuthl [1/]H, oOpabaTeiBaecmbix B MCII/IH.

2 TPEBOBAHUS K IEPCOHAJIY
O OBECIIEYEHUIO 3AHIUTHI IIIH

Bce pabotauku I'bY3 «HI'Kb Ne29 mm. A.A. Jlymukay, sBistomipecs moJib30BaTe-
nsimu UCTIJIH, 1OMKHBI YE€TKO 3HATh U CTPOTO BBHIMIOJIHATH YCTAaHOBJICHHBIE MTpaBUiia U 00s-
3aHHOCTH T10 JOCTYITY K 3alllMIaeMbIM 00BEKTaM U COOJIOJICHUIO IPUHATOTO pexkuma 0e3-
ornacHoctu I1/1H.

[Ipu BCcTyIieHHH B JOJDKHOCTh HOBOTO PaOOTHHMKA HETOCPEACTBEHHBIA PYKOBOIM-
TEJb MOAPA3/ICNICHNs], B KOTOPOE OH MPUHUMAETCA, 00513aH OPraHU30BaTh €T0 03HAKOMIICHHE
C JOJPKHOCTHOM HHCTPYKIIMEH U HEOOXOAMMBIMU JIOKYMEHTaMH, perjJaMeHTHPYIOIUMU
TpeboBanus no 3amute [1/[H, a Takke oOyuyeHHnEe HABBIKAM BBITIOJIHEHUS MPOIEAyp, HEOO-
XOAUMBIX JJISI CAHKIMOHUPOBaHHOTO ncnonb3oBanus UCIT/IH.

PaGoTHuK nomKeH OBITh O3HAKOMJIEH CO CBEICHUSAMU HacTosmen [lonmuTuku, mpuHs-
ThIX Tipoueyp padotsl ¢ anementamu UCIT/n u C3I11H.

Pa6otauku I'bBY3 «HI'Kb Ne29 um. A.A. Jlymuka», UCIOIB3YIOIINE TEXHHYECCKHE
CpelicTBa ayTeHTHU(PHUKALIUU, JOJKHBI 00€CTIeYnBaTh COXPAHHOCTh UIEHTU(DUKATOPOB (dIEK-
TPOHHBIX KiItouel) u He gomyckath HCJ/] k HUM, a Tak ke BO3MOXXHOCTb UX YTEpU WJIU HC-
MOJIb30BaHUsI TPEThUMHU JHIaMu. [losb30BaTENN HECYT MEPCOHATBHYIO OTBETCTBEHHOCTD 32
COXPaHHOCTb UJICHTU(PUKATOPOB.

Pa6otauku ['BY3 «HI'KB Ne29 um. A.A. Jlynuka» A0MKHBI CI€10BaTh YCTaHOBIJICH-
HBIM TIPOIIeAypaM MoJJepKaHusi pexkuma Oe3omnacHocT [1J[H nmpu BEIOOpE M KCIIOJIB30BA-
HUM NIAPOJICH.

Padotnuku ['bY3 «HI'Kb Ne29 um. A.A. Jlynuka» mnomkHbl obecrieunBaTh HajJie-
JKAIIYIO 3alIUTy 000PYJOBaHUS, OCTABIIEMOro 0€3 MPUCMOTPa, OCOOEHHO B TEX CIIydasiX,
KOI'/la B TOMEIIEHUE UMEIOT AOCTYIl MOCTOPOHHUE Nnla. Bee mosib30BaTeN JOKHBI 3HATh
TpeboBanus no Oe3onacHoctd [1/IH m mponeaypsl 3amUTHl 000PYIOBAaHUS, OCTABICHHOIO
0e3 MPUCMOTpA, a TAK)KE CBOM 00S3aHHOCTH MO 00ECIIEUEHUIO TAKOM 3aIlUTHI.

PaGoTHukam 3amperiaercs yCTaHABIMBATH TMOCTOPOHHEE MPOTPaMMHOE olecrede-
HUE, TOJIKJII0YATh JINYHBIE MOOMJIbHBIC YCTPOWCTBA M HOCUTENW HH(OpMAITUH, a TaK Ke 3a-
MMCHIBATh HAa HUX 3aIlUINAeMYI0 HH(OPMAIIHIO.

PaGoTHuKam 3ampemaeTcst pa3rianiarh 3amuiaeMy HHpopMaIuo, KoTopas craia
UM Hu3BecTHA mpu padote ¢ uHpopmanuonusiMu cucreMamu ['BY3 «HI'Kb Ne29 nm. A.A.
Jlyunka», TpeTbUM JUIIaM.

[Tpu padote ¢ [1/Jn B UCII[Jn pabothuku ['bY3 «HI'Kb Ne29 um. A.A. Jlyuuka»
00s13aHBI 00€CIIEYNTh OTCYTCTBHE BO3MOXHOCTH TIpocMoTpa [1/IH TpeThumu IuiiaMu ¢ Mo-
HUTOpOoB APM miiu TepMuHaNoB.
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[Tpu 3aBepmienun padotel ¢ UCII[QH paboTHukH 00s3aHbI 3amuTUTE APM mnm tep-
MHUHAQJIbl C TOMOIIBI0 OJIOKUPOBKM KJIHOYOM WJIM SKBUBAJIEHTHOIO CPEICTBA KOHTPOJIA,
HaIpuMep, JTOCTYIOM [0 MapoJIk0, €CJIM HE UCHOJIb3YIOTCA 00Jiee CUIIbHBIE CPEJICTBA 3alllU-
THIL.

Pa6otauku I'bY3 «HI'Kb Ne29 um. A.A. Jlynuka» AOMKHBI OBITH TPOHMHGOPMHUPO-
BaHbl 00 yrpo3ax HapyuieHus pexxuma Oe3omacHocTd [IJIH ¥ OTBETCTBEHHOCTH 3a €ro
HapyuieHne. OHU TOJKHBI OBITh O3HAKOMIICHBI C YTBEPKJIECHHON (POopMalbHON MpoLeypon
HAJOXEHUS AUCIMUIUIMHAPHBIX B3BICKAHUN Ha PaOOTHUKOB, KOTOPHIE HAPYIIMIN MPUHSITHIC
MOJIMTUKY U Mpoleaypsl 6e3onacHoctu [1/1H.

PaGoTHuku 00s3aHbI 0€3 mpoMeIeHUsT coo0IaTh 000 BceX HAOII0JaeMbIX WIIU TO-
no3putenbHbIX ciydasx padotsl UCII/IH, Morymmx nosieus 3a co00il yrpo3sl 6e30macHo-
ctu [1/IH, a Takke 0 BBISIBJICHHBIX UMH COOBITHSIX, 3aTparuBaroniux 6ezonacHocts [1JIH, py-
KOBOJICTBY IOJIpa3/ieJIeHUs U JIUIlY, OTBEYAIOLIEMY 32 HEMEAJIEHHOE pearupoBaHue Ha yrpo-
3p1 Oe3omacHocTH I1/]H. JlomkHOCTHBIE 0Os3anHOCTH monbk3oBatened MCII/IH ommcansl B
UX JTIOJDKHOCTHBIX HHCTPYKITUSIX.

3 OTBETCTBEHHOCTD INOJIb3OBATEJIEN
HUCIIH I'BY3 «HI'KB Ne29 UM. A.A. JIYHUKA»

B cootBerctBuu co cT. 24 deaepansHoro 3akoHa Poccuiickoit ®enepanuu ot 27
utoig 2006r. Ne 152-@3 «O nepcoHanbHBIX JTaHHBIX» JIMLa, BUHOBHBIE B HAPYIIEHUU Tpe-
O6oBanuii jaHHoro denepaibHOrO 3aKOHA, HECYT IPaKJAHCKYIO, YTOJIOBHYIO, aIMUHUCTpa-
TUBHYIO, TUCHMIUIMHAPHYIO U HHYIO MPEIyCMOTPEHHYIO 3aKOHOAATENbCTBOM Poccuiickoii
®denepanvii OTBETCTBEHHOCTb.

JleiicTBytomiee 3aKOHOAATENbCTBO P® mMO3BOJIAET NPEABABIATH TPeOOBaHUSA IIO
oOecrieyeHno 6e30macHoi padoThl € 3alIMIaeMol HHPpopMalueld U NpeycMaTpuBaeT oT-
BETCTBEHHOCTh 32 HapyILIEHUE YCTAaHOBJIEHHBIX MpaBWI 3KcIyaTauuu OBM u cucrem, He-
MIPABOMEPHBIN AOCTYN K MH(GOPMAILIUU, €CITU 3TU JACUCTBUS MPHUBEIHU K YHUUTOKEHUIO, OJI0-
KUPOBaHUIO, MOIU(DUKAIIMN UHPOPMALIMU WIH HapyuieHuto pabotsl D9BM wiu cereit (cra-
ToU 272, 273 1 274 YK PO).

Anmunuctparop UCII/IH, anmuaECTpaTOp 6€30MACHOCTH U MOIH30BATENH HECYT OT-
BETCTBEHHOCTh 3a BCE€ JCHCTBHUSI, COBEPIIEHHBIE OT UMEHU WX YUYETHBIX 3alUCed WIH CH-
CTEMHBIX YYETHBIX 3alUCel, eclii He JlI0Ka3aH ()aKT HECAHKIIMOHUPOBAHHOTO HCIOJIb30Ba-
HUSI YUYETHBIX 3aIIUCEH.

[Tpu napymenusx paboraukamu ['bBY3 «HI'Kb Ne29 um. A.A. Jlynukay — moyib3oBa-
teneit MCIT/IH npaBun, cBsizaHHBIX ¢ O6e3omacHOCThIO [1/[H, OHM HECyT OTBETCTBEHHOCTb,
YCTaHOBJIEHHYIO JIEMCTBYIOIIMM 3aKOHOIATENBCTBOM Poccuiickon deneparuu.

[TpuBeneHHbIE BhINIE TPEOOBAaHUS HOPMATUBHBIX JOKYMEHTOB IO 3amuTe HHGopMa-
MU JOJDKHBI ObITh OTpaxkeHbl B [lonokeHUsX O CTPYKTYpHbIX mojapaszaeneHusx ['bY3
«HI'KBb Ne29 um. A.A. Jlyuukay, ocymectBistonux oobpabotky [1/In 8 UCII[x u momxk-
HOCTHBIX HHCTPYKIHAX pa0oTHUKOB ['BY3 «HI'KB No29 um. A.A. Jlymukay.

Heob6xonumo BHectu B Ilonoxkenus o nonpazaenenusx ['bY3 «HI'KB Ne29 um. A.A.
Jlymukay, ocymectBisitonux oopadotky [1/In 8 UCIIIH cBeneHust 00 OTBETCTBEHHOCTH UX
PYKOBOJUTENICH U paOOTHUKOB 3a pasriallleHHe W HECAHKIMOHHPOBAHHYIO MOJH(PHUKAIIUIO
(uckaxxenne, panbcudukanuto) [1JIH, a Takke 3a HEMPaBOMEPHOE BMEMIATEIHCTBO B IMPO-
L[ECChI UX aBTOMATU3UPOBAHHOMN 00pabOTKH.

4 . CHIUCOK UCHTIOJBb30OBAHHBIX UICTOYHUKOB
OCHOBHBIMH HOPMATHBHO-TIPABOBBIMU M METOJNYECKUMHU JOKYMEHTAMH, Ha KOTO-
pBIx O6asupyercs HacTosmas [lonutrka sBIsIFOTCS:
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1. ®enepanpubiii 3akoH ot 27.07.2006r. Ne 152-®3 «O nepcoHaIbHBIX TaHHBIX)
(manee — @3 «O mepcOHANBHBIX JIaHHBIX»), YCTAaHABIUBAIOIINNA OCHOBHBIE MPUHLHUIIBI U
ycioBusi o6pabotku [1JH, mpaBa, 00s3aHHOCTH U OTBETCTBEHHOCTh YYaCTHHUKOB OTHOLIE-
HUM, CBSI3aHHBIX ¢ 00padoTkoit [1][H.

2 . «ITonoxxenne 06 0COOEHHOCTSAX OOPAOOTKH TMEPCOHANBHBIX JAHHBIX, OCYIIECTB-
asieMoil 6e3 MCIOJIb30BaHMUS CPEICTB aBTOMATH3aluu», yTBepxkaeHHoe [locTaHoBieHuneM
IIpaBurensctBa PO ot 15.09.2008 r. Ne 687.

3 . «TpeboBanuss k MaTepUaTbHBIM HOCHUTENSIM OHWOMETPUUYECKUX IEPCOHATBHBIX
JMAHHBIX U TEXHOJIOTHSM XPAaHEHMsI TAaKUX JIaHHBIX BHE MH(QOPMAIMOHHBIX CHUCTEM IEPCO-
HaJbHBIX JAaHHBIX», yTBepxkAcHHBIE [locTanoBneHneM [IpaBurenscrBa PO ot 06.07.2008 1.
Ne 512.

4 . HopmatuBHO-MeToAn4YecKue JOKyMeHThl DenepanbHoil ciyK0bl 0 TEXHUYECKO-
MY U 3KCcTIepTHOMY KOHTpoJto Poccuiickoit ®eneparuu (nanee - ®CTIOK Poccun) mo obec-
nevyeHuto 0e3onacuoctu [1J{n npu nx odpadotke B UCII/IH:

5 . MeTtonuyeckue peKOMEHIAlUU AJi OpraHU3alliy 3alUThl HHGOPMAIUK TIPU 00-
paboTke MEepCOHATIBHBIX JAHHBIX B YUPEKACHHUSIX 3PABOOXPAHEHUS, COLMAIBLHOU cephl,
TpyJa U 3aHATOCTH (yTB. MUHHUCTEPCTBOM 3/IpaBOOXPAHEHUS U COLUAIBHOrO pa3Butus PD
23 nexabps 2009 r.)

6 . MeTonuyeckue peKOMEHAAlUU M0 pa3pabOTKe HOPMATHUBHBIX MPABOBBIX aKTOB,
OTIPEICNIAIONINX YIPO3bl 0€30MaCHOCTH MEPCOHATBHBIX JIAHHBIX, aKTyalbHbIE MTPH 00paboT-
K€ MEPCOHANIBHBIX JAaHHBIX B HH(OOPMAIIMOHHBIX CUCTEMAaX MEePCOHATBHBIX JaHHBIX, IKCILTY-

aTHPYEMBIX IPU OCYIIECTBICHUH COOTBETCTBYIONUX BUAOB jaesreiabHOCTH (yTB. ®CH Poc-
cuu 31 maprta 2015 r. Ne 149/7/2/6-432).
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5. IUTIAH - IEPEYEHb TEXHUYECKHWX MEPOIIPUSITUI 11O OBECHEYEHHUH BE3OITACHOCTH UCII]I

Ne | TInan - mepeyeHb TEXHUYECKUX MEPOINPHTUI 10 obecrieuennu 0ezonacHoctu MCI1J] K3 K2 K1
| [ B mogcucreme ynpaBieHust 10CTYIIOM:
PeannzoBaTh HASHTH(UKAIUIO M TPOBEPKY MOATUHHOCTH CyOBEKTOB JIOCTYIIA IIPH BXO/IE B OTIEPAIIHOHHYIO
1 | cucremy UCII/IH o maposro yCIoBHO-TIOCTOSTHHOTO ICHCTBHS, JUIMHON HE MEHee MIeCTH OyKBEHHO- + + +
11 (POBBIX CUMBOJIOB;
2 PeanuzoBath naeHTH(UKALMIO TEPMUHAIOB, TEXHUYECKUX cpeacTB 00padotku [1/1H, y3moB UCIIIH, kommbio- i + +
TEpOB, KaHAJIOB CBs3U, BHEHUX ycTpoiicTB MCIIJIH no ux joruyeckuM MMeHaM (agpecam, HoMepam);
3 | Peanu3oBath HAEHTU(HKALMIO TPOrpaMM, TOMOB, KaTaJIoroB, (haiiios, 3anucel, nosei 3anucei o MMeHam; - + +
4 | Peann3oBaTh KOHTPOJIb JOCTYIA CYOBEKTOB K 3allIUIIAEMbIM PECYpCaM B COOTBETCTBUHU C MAaTpUIIEH JOCTyNa,; - + +
npu Hamuuu noaxkmoueHust UCIT/IH k ceTsim 0011ero 1mojib30BaHust JOJDKHO IPUMEHAThCS MexceTeBoe 9kpa- | He Hike | He numxe | He ke
5 | HupoBanmue. 5-ro ypoBHS4-T0 YPOBHS|3-TO YPOBHS
3alUIICH- | 3aIIMILIEH- | 3alUIIEeH-
HOCTHU HOCTHU HOCTHU
st o6ecnieyeHust 6e3onacHOro MexceTeBoro B3aumoaectsust B UCIIIH nmst pa3HbIX KJIacCOB HEOOXO0IMMO He nmwxe | He nmxe | He Huxke
6 | Hcnonb3oBath M5 5-T0 ypoBH:4-TO YPOBHS(3-TO YPOBHS
3alMIICHHO[3AIMILIEHHO|3AIUIIIEHHO
CTH CTH CTH
Il | CpencTBo 3amuThl OT IPOrpaMMHO MaTeMaTuieckux Bozaeiicteuit (IIMB):
Peanu3oBaTh HIEHTU(UKAIMIO U ayTEHTU(PUKALNIO CYOBbEKTOB JIOCTYIA IPU BXOJIE€ B CPEACTBO 3aIUTHI OT
1 | MPOrPaMMHO MATEMAaTHIECKHX Bozaeiictuil (IIMB) 1 nepen BbIOTHEHNEM UMHU JTHOOBIX ONEpaluii IO yIpaB- + + +
neHuto QYyHKIUAMU cpecTBa 3amuThl oT [IMB no naposnio (Miau ¢ ucnosib30BaHMEM MHOTO MEXaHU3Ma ayTeH-
TU(UKAIMK) YCIOBHO-IOCTOSIHHOTO EHCTBUS JJIMHONW HE MEHee MIeCTH OYKBEHHO-IIM(POBBIX CUMBOJIOB;
5 OcyiecTBIATh KOHTPOJIb JIFOOBIX AEUCTBUN CyOBEKTOB JIOCTYIA MO YIPaBICHUIO (YHKIMSIMH CPEACTBA 3aIlU- + + +
Tb! 0T [IMB To51bKO mOCIIE TPOBECHMS €r0 YCHEeIHONW ayTeHTU(hUKaLnY;
3 IIpenycMoTpeTh MeXaHU3MBbI OJIOKMPOBAHUS AOCTYIMA K cpelicTBaM 3amuTsl oT [IMB npu BeinonHeHun ycra- + + +
HABJIMBAEMOI0 YHMCJIa HEYJAYHbIX ITOIBITOK BBOJA NAPOJIS;
4 Heo6xoauMo nmpoBoanTh HACHTU(DUKALIUIO (aiiyioB, KaTaloroB, IPOrPaMMHBIX MOyJIeH, BHEITHUX YCTPOMCTB, + + +

HCIOJIb3YEMBIX CpeliCcTB 3amuThl OT [IMB.

B nozcucreme perucrpanuu 1 ydera:
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[1nan - mepeyeHb TEXHUYECKUX MEporpusaTuii o oodecneuennu 6e3omacHoctu MCITJ]

K3

K2

K1

OcymiecTBIATh pErUCTPAIMIoO BXoAa (BbIX0/1a) CyOBEKTa IOCTYIa B CUCTEMY (M3 CUCTEMBI), JTMOO perucrpa-
LU0 3arpy3KH U MHUIUAIHU3AINH ONIePallMOHHON CUCTEMBI U €€ IPOrpaMMHOr0 OCTaHOBa. Perucrpaiius BeIxo-
Jla U3 CUCTEMbI MJIM OCTAHOBA HE IIPOBOAUTCS B MOMEHTHI annaparypHoro otkiatouenus UCIIIn. B napamer-
pax perucTpaiy yKa3blBalOTCs J1aTa U BpeMs BXoja (BbIX0/1a) CyOBEKTa JIOCTYIa B CUCTEMY (M3 CUCTEMBbI)
WJIM 3arpy3Ku (OCTaHOBA) CHCTEMBI;

[IpoBoauTh ydeT Bcex 3alluiiaeMblX HOCUTeNeH HHPOPMAIUU C TOMOIIBIO UX JII000i MapKUPOBKH U C 3aHE-
CEHHMEM YYETHBIX JaHHBIX B XKypHaJl (YUYETHYIO KapTOUKY);

IIpoBOIUTH perucTpaiuio BXo1a/BeIxoa cyObeKTOB JOCTyna B cpeacTBO 3aumThl oT [IMB, peructpanuto 3a-
I'PY3KH U MHULMAIN3ALMNA 9TOTO CPECTBA U €€ IPOrPaMMHOI0 OCTaHOBA. B mapameTpax perucrpanuu ykassl-
BaeTCs BpeMsl U J1aTa BX0/1a/BbIX0/1a CyOBEKTa IOCTYyIa B CpeAcTBO 3amuThl oT [IMB nnn 3arpysku/octaHoBa
9TOTO CPEJICTBA, & TAK)KE UACHTUPHUKATOP CYyOBEKTa JOCTYNA, MHUIIMUPOBABIIETO JAHHBIC NCHCTBHUS;

[IpoBoauTts perucrpanuio coobITuil MpoBepku 1 ooHapyxenus [IMB. B napamerpax perucrpauuu ykasbiBa-
IOTCSI BpeMsl M JJaTa poBepku wim ooHapyxenus [IMB, nneatudukarop cyObekTa 10cTyna, HHUIUHUPOBAB-
IIeTO JIAHHBIC JCHCTBHS, XapaKTep BBIMOIHIEMBIX IEHCTBUHN MO IPOBEPKE, TUIl OOHAPYKEHHOW BPETOHOCHOMN
nporpammel (BII), pe3ynabpTaT neicTBuil cpeacTsa 3amuThl no 6aokuposanuio [IMB;

[IpoBOANUTH perucTparrio COOBITHI IO BHEAPESHUIO B CpeicTBO 3amuThl oT [IMB nakeroB ooHoBIeHui. B ma-
pameTpax perucTparyy yKa3plBaloTCsS BpeMs U JlaTa OOHOBJICHUS, UACHTU(DUKATOP CyOBEKTa JOCTYIIa, HHUIH-
MPOBABIIIETO JAHHOE JICHCTBUE BEPCHSI U KOHTPOJIbHASI CyMMa ITaKeTa OOHOBJICHMS;

[TpoBoauTh perucTpaiuio coOOBITUH 3amycKa/3aBepiieHus paboThl MoTyIel cpeacTsa 3amuThl oT [IMB. B na-
pameTpax perucTpaiuy yKa3blBaloTCsa BpeMs U JlaTa 3alycka/3aBeplieHus paboTsl, HASHTU(UKATOP MOAYIIS,
UICHTHPHUKATOP CYObEKTa JOCTYIa, MHUIIMUPOBABILIETO JAHHOE JIEHCTBUE, PE3YNIbTAT 3allyCKa/3aBepIICHHUS
paboThI;

JIOJKHA TIPOBOAUTHCS PETUCTPALUS COOBITUN YIPaBICHUS CyObEKTOM J10CcTymNa (YyHKIHUSIMU CPEACTBA 3aIUThI
ot IIMB. B napamerpax peructpanuu yka3blBalOTCsl BpeMsl U JjaTa COOBITUS YIPaBIeHUs Kax10i QyHKIMen,
uaeHTUQUKATOp U crienupukanus GyHKINUU, HIeHTU(UKATOp CyOBEKTa AOCTYIa, MHUIIMMPOBABIIETO JaHHOE
JICWCTBUE, PE3YJIbTAT JCUCTBUS;

[IpoBoauTh perucrparuio COObITUI MOMBITOK JOCTYNA MPOTPAMMHBIX CPEICTB K MOAYJISIM CPEACTBA 3alUTHI
ot IIMB nnu criennanbHbIM JIOBYIIKaM. B mapamerpax perucrpanyy yKas3blBalOTCs BPEMS U JlaTa IMONBITKH
J0CTyNa, UACHTU(UKATOP MOYJIS, MACHTU(UKATOP U crieluUKaInsg MOyl cpelicTBa 3auuTsl oT [IMB
(crienMagbHOM JIOBYIIKH), PE3YJIbTAT MONBITKH IOCTYIA,;

[TpoBoIUTH perucTpanuio coobITUil oTKaTa Uit cpeacTsa 3aumThel oT [IMB. B mapamerpax perucrpanuu yka-
3bIBAIOTCA BPEMS U JlaTa COOBITUS OTKaTa, cnenudukanus AecTBUM 0TKaTa, HASHTU(PUKATOP CYObEeKTa 10CTY-
114, THUIIMAPOBABLIETO JAHHOE JIEHCTBHE, PE3YNIbTAT NIEUCTBUS;
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[1nan - mepeyeHb TEXHUYECKUX MEporpusaTuii o oodecneuennu 6e3omacHoctu MCITJ]

K3

K2

K1

10

O0ecrieunTh 3aI0UTY AaHHBIX PErUCTpalvi OT UX YHHYTOXCHUA NJINU MOI[I/I(I)I/IKaLII/II/I HApYIHUTCIIEM,

11

Peanm3oBaTh MeXaHU3MBI COXPAHEHUS IAHHBIX PETHUCTPAIIMU B CITy4ae COKPAIICHUsI OTBEACHHBIX IO/l HUX pe-
CYPCOB;

12

Peann3oBaTh MEXaHNU3MBI TPOCMOTPA U aHAIM3a JAHHBIX PETHCTPALUHU U UX (DUIBTPALIMU IO 33JJaHHOMY Ha0O0-
py apamMeTpoB;

13

[TpoBOIUTH AaBTOMATUYECKUN HETIPEPHIBHBII MOHUTOPUHT COOBITHIA, KOTOPbIE MOTYT SIBJIATHCS PUYMHOM pea-
au3auuu [IMB (co3nanue, perakTupoBaHue, 3aKich, KOMIUIISIMS 00bEKTOB, KOTOpbIE MOT'yT coaepxkarh BII).

14

Peanu3oBaTh MeXaHW3M aBTOMATHYECKOI'O aHAIH3a AAaHHBIX pErucTpanuu mo 11a0JI0HAM THUIIOBBIX IMposABJIC-
aui IIMB ¢ aBTOMaTHYeCKHM HX 6J'IOKI/IpOBaHI/IeM 1 YBCAOMIICHUEM aAMHUHUCTPATOPA 6630HaCHOCTI/I;

15

[IpoBOANTH HECKOJIBKO BUIOB y4eTa (AyOIHUPYIOIINX) C perucTpaluell Beliaun (pruema) Hocureneil HHdop-
MallHH;

16

OcCyIIecTBIATh PETUCTPALIMIO BXOAA (BbIX0/1a) CYOBEKTOB JIOCTYMA B CUCTEMY (M3 CUCTEMBI), TNOO perucTpa-
11 3arPy3KH U MHUIMAIM3AIMY OTIEPAIIMOHHON CHCTEMBI.

17

OcCyIIecTBIATh PETUCTPALIMIO BBIJAUU MEYAaTHBIX (Tpadudecknx) JOKYMEHTOB Ha «TBEpyl0» Konuto. B mapa-
METpax PEeruCTpaIliy YKa3bIBAIOTCS (aTa U BpeMs BbIadu (0OpaIIeHus K IMOJACHCTEME BBIBOJIA), CIICITU(pUKA-
LUS YCTPOMCTBA BBIJIAYM — JIOTUUECKOE UM (HOMEP) BHEIIIHETO YCTPOMCTBA, KPaTKOE coJiepKaHue (HAMMEHO-
BaHUe, BUJ, IHU(P, KOA) U YPOBEHb KOH(PUICHIIMATBHOCTH TOKYMEHTa, HACHTU(UKATOP cyOBeKTa JOCTyIA,
3aMpOCHUBIIETO JOKYMEHT;

18

Ocy1ecTBIATh PErMCTPALIMIO 3aTyCKa (3aBEpLISHHUsI) POrpaMM U IIPOLIECCOB (3aJaHMi, 3a1a4), IpeHa3Ha-
YEHHBIX /7151 00pabOTKH 3aluiaemMbIx (ainoB. B mapamerpax peructpanuu ykasplBaoTcs AaTta U Bpems 3a-
nycka, uMs (UaeHTH(GUKATOP) MporpaMMsl (IIpoliecca, 3a/1aHus), UIeHTU(UKATOp CyOBEeKTa JOCTYIIa, 3alpo-
CHUBIIETO MporpaMmy (Tpolriecc, 3aJjaHue), pe3yiabTaT 3amycka (yCIenHbli, HeYCIeIHbIH — HEeCaHKIIMOHUPO-
BaHHBII),

19

OcymecTBIATh PErUCTPALINIO MOMBITOK 0CTYIa MPOTPAMMHBIX CPEICTB (IIPOrpamMM, IPOLECCOB, 3a1ad, 3a/1a-
HUi) K 3amuiaeMsIM daiinaM. B mapamerpax perucrpaiuy yKa3blBaroTcs aTa U BpeMsl MOMBITKU 10CTYyMa K
3anmaeMomy ¢ailily ¢ ykazaHueM ee pe3ysbTara (yclelHas, HeyclenHas — HECAaHKLIIMOHUPOBaHHAs ), UJICH-
TU(UKATOp CYOBEKTa JOCTYMNA, CHeM(pUKALKs 3alUIIaeMoro gaiina;

20

Ocy1ecTBIATh PErUCTPALIUIO TONBITOK JTOCTYIAa MPOTPAMMHBIX CPEJCTB K CIEAYIOIIUM JONOTHUTENbHBIM 3a-
HIUIaeMbIM 00bEKTaM JI0CTyNa: TepMUHANIaM, KoMmnbioTepaMm, y3iam cetu MCIIIn, nuHusm (kaHanam) cBs3y,
BHEUIHUM YCTPONCTBaM KOMIIBIOTEPOB, MporpaMmam, ToMaMm, Karajoram, Qaitiam, 3anucsam, MojasM 3aucei.
B nmapamertpax perucrpanuu ykaspIBalOTCs JaTa U BpeMsl MONBITKY JOCTYIA K 3al[UIIaeMOMY OOBEKTY C yKa-
3aHUEM ee pe3ysibTaTa (yCHelHas, HeyclelHas — HECAaHKIIMOHUPOBAHHAs ), HACHTUPHUKATOP CyObEKTa JOCTY-
na, cneru@ukanys 3anunaeMoro 00beKTa — JIOrH4eckoe uMs (Homep);
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21

[IpoBoauTH ydeT Bcex 3allUIaeMblX HOCUTeNIelH HHGOPMAIUU C TOMOIIBI0 UX MAPKUPOBKU U C 3aHECEHUEM
YUYETHBIX JAHHBIX B XKYypHaJ (YYETHYIO KapTOUKY);

22

Ocy1iecTBIATh OYUCTKY (0OHYyNIEHHE, 00E3TMUMBaHKNE) OCBOOOKAAEMBIX 00JacTel ONepaTUBHON aMATH KOM-
NBIOTEPOB M BHEIIHUX Hakomuteneid. OYrcTKa OCYIIECTBISAETCS OAHOKPATHOM MTPOU3BOJIHON 3aITUCHIO B
0CBOOOXKIaeMYIO 00JIACTh MMaMATH, PaHEEe MCIIOJIb30BAaHHYIO JIUIsl XpaHEHHS 3alUIIAaeMbIX JaHHBIX ((aiiaoBs,
nH(popManun).

B moxcucreMe obecrieueHus 1IETOCTHOCTH:

OObecneunTh LETOCTHOCTh IPOrPaMMHBIX CpeAcTB 3auThl B coctaBe C3I1/IH, a Tak)ke HEM3MEHHOCTh MPO-
rpaMMHOI cpenibl. [Ipu 3TOM 1IeT0CTHOCTD CPEACTB 3aLUTHI IPOBEPSIETCS IIPU 3arpy3Ke CUCTEMBI 110 HATTMYHUIO
uMeH (uaeHTudukaropon) komnoneHT C3I1/IH, 1eT0CTHOCTh NPOrpaMMHOM Cpeibl 00eCIeunBaeTCs OTCYT-
ctBueM B VICII/IH cpencTB pa3pabOTKU M OTJIAIKU IPOrPaMM;

OcymectBiats ¢pusndeckyro oxpany UCII/Ix (ycTpoiicTB 1 HOcHTenel HHPOpPMAaLKN), TPeyCMaTpUBAIOIIast
KOHTpOJIb focTyma B nomenienus NCIIIH mnocTopoHHMX U1, HATMYUE HAJACKHBIX MPETSITCTBUHN JJ11 HeCaHK-
[IMOHUPOBAHHOTO NMPOoHWKHOBeHHs B omenieHust MCIJIH u xpanwimiie HocuTenei nHhopMaimu;

[IpoBoauTth nepuoguveckoe TectupoBanue Gynkunii C3I1H npu u3MeHEHUH IPOTPaAaMMHON CPEJIbl U IEPCOo-
Hana MCIIJIH ¢ nomoubto TecT-nporpamMm, umutupyronux nonsitkn HCJL;

JOJKHBI OBITH B HANTM4KHK cpesicTBa BocctanoBieHus C3I1/[H, mpeaycmaTpuBaromye BeJieHHe IBYX KOMU
MIPOTPaMMHBIX CPECTB 3alIUThl HHPOPMAIMH, UX TIEPHOINYECKOe OOHOBIIEHHE U KOHTPOJIb Pab0TOCTIOCOOHO-
CTH;

[IpoBoauTH MPOBEPKY IEIIOCTHOCTH MOy el cpeacTBa 3amuThl oT [IMB, He00X0AUMBIX U1 €0 KOPPEKTHO-
ro (YHKIIMOHUPOBAHMSI, TP €T0 3arpy3Ke C UCIO0JIb30BAaHUEM KOHTPOJIbHBIX CYMM;

ObecrieunTh BO3MOYKHOCTh BOCCTAHOBJIEHUS cpecTBa 3auThl oT [IMB, npenycmaTtpuBaroas BeieHue 1BYX
KOIMI IPOrpaMMHOI0 CPEJICTB 3aIUTHI, €r0 NEPUOIUIECKOE OOHOBJIEHUE U KOHTPOJIb pab0TOCIOCOOHOCTH;

PeanuzoBaTh MexaHH3MBI MPOBEPKH 1IETOCTHOCTH MMAKETOB OOHOBJIEHUH cpecTBa 3amuThl oT [IMB ¢ ucnosns-
30BaHUEM KOHTPOJIbHBIX CYMM;

HpOBOI[I/ITb PE3CPBHOC KOITMPOBAHUC HI[H Ha OTYYXJAaCMbIC HOCUTCIIN I/IH(I)OpMaI_II/II/I.

<|oof ~

B IHOACHCTCMC aHTI/IBI/Ipy0H0ﬁ 3alllUThI.

IIpoBoauTh aBTOMaTHUECKYIO IpOBEepKY Ha Hanuuue BII nunu nocnencreuit IIMB npu numnopre B UCITIH
BCEX MPOTrPaMMHBIX MOJyJIEH (MIPUKIAJHBIX TPOrpaMM), KOTOpbIe MOTYT coepkaTth BII, mo nux THnoBbIM
11a0JIOHAM U C TOMOIIIBIO IBPUCTUYECKOT0 aHAJIN3A;

Peanu3zoBaTh MeXaHU3MbI aBTOMATHUECKOT0 OJIOKMpOBaHUs 00HapykeHHbIX BII myTrem ux ynanenus u3 npo-
IPAMMHBIX MOAYJIEN WJIM YHUUYTOKEHHUS;
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No | Tlnan - mepedeHb TEXHUYECKUX MEPONpUATHiA 1o obecriedeHun 6ezonacHoctr MCIT/] K3 K2 K1
PerynspHo BeIMoHATH (1Tpu niepBoM 3amycke cpeacts 3anuThl [1/{n ot [IMB u ¢ ycranaBimBaemMoii nepuo-

3 + + +
JUYHOCTHIO) MPOBEpKa Ha mpeaMeT Hamnyus B Hux BIT;
4 JloibkHa MHUIIMMPOBAThHCS aBTomMartndeckas nmposepka UCIIn na npeamer nanmuus BII npu BesiBinenun Qak- + + +
ta IIMB;
Peanu3oBaTte MEXaHU3M OTKaTa JUIsl YCTAHABIMBAEMOr0 Yncia onepaunii yaanenus Bl u3 onepatuBHON nin
5 | mocTOsIHHOW NaMsATH, U3 IPOrPAMMHBIX MOAYJIEH U MPUKIAJAHBIX IPOIPaMM WK IPOrPaMMHBIX CPEJCTB, CO- + + +
nepxanux BIL.
6 JonomuautensHo B UCIT/IH qomkeH mpoBOIUTHCS HENIPEPHIBHBIA aBTOMAaTUYECKU MOHUTOPUHT HH(POpPMAIIH- + + +
OHHOT0 0OMEHa C BHEIIIHEH CEThIO ¢ 1enblo BhisiBieHus BIL.
VI [ Kourpons orcyrerust HJIB B I10 C3U
Jliis mporpaMMHOTO oOecrieueHus, ucrnoiab3yemoro npu 3amute uaopmanuu B UCII/IH (cpeacTs 3ammThl
1 unpopmanuu — C3U, B TOM 4Kclie ¥ BCTPOCHHBIX B O0IIIECUCTEMHOE U NMPUKIIAJHOE TPporpaMMHoe obecreye- + + +
nue — [10), momkeH ObITh 00ecieueH COOTBETCTBYIOIINN YPOBEHb KOHTPOIIS OTCyTCTBUS B HeM H/IB (ue ne-
KJIAPUPOBAHHBIX BO3MOYXKHOCTEH ).
VIl | O6napyxenue Bropxennii B UCI1JIx
OO6Hapy»xeHre BTOPKEHHM JI0JKHO 00ecTieunBaThes MyTeM ucnoib3oBanus B cocraBe MCITJ{H nmporpaMMHBIX + + +
WJIM IPOTPAMMHO-ANIMAapaTHBIX CPeACTB (cuctem) obHapykeHus Bropxkennii (COB).
1 HeoOxoaumo 06s13aTeIbHOE HCTIONB30BAHUE CUCTEMBI OOHAPYKEHHS CETEBBIX aTaK, UCIOIb3YIOIINE CUTHA- + i i

TypHBIE METO/IbI aHATTN3a
HeoOxoaumo 00s13aTeNbHOE HCTIONh30BAHHE CUCTEMBI OOHAPYKEHHS CETEBBIX aTaK, UCIIONIb3YIOIINE CUTHA-
TYpHBIE METO/IbI aHAJTIM3a M METO/IbI BBISIBIICHUS aHOMAJTHH.

VIl | 3amura UCITIa ot [IDMUH

Jiia 06paboTku nHpopmanuu Heooxoaumo ucnoiabzoBate CBT, ynosnerBopsitomue TpeOOBaHUSAM CTaHIapTOB
Poccuiickoit @eneparnuu no 3J1eKTPOMarHuTHOW COBMECTUMOCTH, 110 0€30M1aCHOCTH U S)PTOHOMHUYECKHUM Tpe-
OOBaHMM K CpPeJICTBaM OTOOpa)keHHs! HH(OpPMAIIMH, IO CAHUTAPHBIM HOPMaM, MPEAbABISIEMbIM K BUICOIHC-
wieitHbM TepmuHaiam [19BM (manpumep, TOCT P 50948-2001, TOCT P 50949-2001, TOCT P 50923 96).
IX | Ouenka coorBerctBus UCIT/In TpeboBanusim 6ezonacuoctu 11/

1 | IlpoBectu 006s13aTeNbHYIO CEpTUDUKAINIO (ATTECTAIMIO) 10 TPpeOOBaHUSIM O€30MACHOCTH HH(OpPMAIINH; - + +
JleksiapupoBaTh COOTBETCTBHE WIIM 0053aTENIbHYIO CEPTUDHUKALMIO (aTTECTAIMIO) [0 TPeOOBaHUSAM 0€30MacHO-
cTH HpOpMaIIUU (110 PEIICHHUIO OIlepaTopa).

[Tpumeuanue: [ns UCII/In 4 knacca nepedens Mmeponpustuii o 3amute [1/IH onpenensercss B 3aBUCUMOCTH OT yIiiep0a, KOTOPbIil MOXKET
OBITh HAHECEH BCIIC/ICTBUE HECAHKIIMOHUPOBAHHOTO WIIH HETIpeHaMepeHHOro goctyna K [1/[H.

+ - -
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